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Background 
 
Advancements in genetic engineering and chemical synthesis of genes and whole 
genomes (‘synthetic genomics’) drive cutting edge research and novel solutions for 
practical applications in medicine, energy production, agriculture, and other areas.1  The 
most commonly cited examples in which an organism’s entire genome has been 
synthesized are the construction of poliovirus,2 the bacteria virus phiX,3 and the genome 
for a Mycoplasma bacterium4 completely from synthetic pieces of DNA.  The first two of 
these examples resulted in the creation of infectious viruses “from scratch,” without the 
necessity of starting with samples of those viruses.  While advancements in genetic 
engineering and synthesis could help strengthen our response against infectious disease 
outbreaks, they could also be misapplied to evade a security regime that limits physical 
access to dangerous pathogens.5

 

   The ability to synthesize genomes also raises concerns 
about the degree to which novel organisms might be created that had unpredictable 
properties. 

These concerns led the U.S. National Science Advisory Board for Biosecurity (NSABB) 
to create a Working Group on Synthetic Genomics, and subsequently to release a report 
addressing the biosecurity concerns regarding synthesis of select agents.6  In this report, 
NSABB recommended that the U.S. Departments of Health and Human Services and 
Agriculture provide guidance to researchers and nucleic acid providers about the select 
agent regulations (SAR) in relation to synthetically-derived DNA, and that the U.S. 
government should support implementation of procedures for sequence screening of 
synthetic nucleic acid orders to minimize the risks that malicious individuals would have 
access to DNA corresponding to select agents. The NSABB also recommended the 
development and promotion of standards and best practices for sequence screening 
among providers. Formal transmission of these recommendations to the U.S. Department 
of Health and Human Services resulted in the National Institutes of Health’s 
Recombinant DNA guidelines being amended to include synthetic nucleotides7

                                                            
1 Keasling JD. Synthetic biology for synthetic chemistry. ACS Chem Biol. 2008 Jan 18;3(1):64-76. 

 and 
initiated an interagency effort to develop guidance for customer and sequence screening 

2 Cello J, Paul AV, Wimmer E. Chemical synthesis of poliovirus cDNA: generation of infectious virus in 
the absence of natural template. Science. 2002 Aug 9;297(5583):1016-8. 
3 Smith HO, Hutchison CA 3rd, Pfannkoch C, Venter JC. Generating a synthetic genome by whole genome 
assembly: phiX174 bacteriophage from synthetic oligonucleotides. Proc Natl Acad Sci U S A. 2003 Dec 
23;100(26):15440-5. 
4 Gibson DG, Benders GA, Axelrod KC, Zaveri J, Algire MA, Moodie M, Montague MG, Venter JC, 
Smith HO, Hutchison CA 3rd. One-step assembly in yeast of 25 overlapping DNA fragments to form a 
complete synthetic Mycoplasma genitalium genome. Proc Natl Acad Sci U S A. 2008 Dec 
23;105(51):20404-9. 
5 Stähler P, Beier M, Gao X, Hoheisel JD. Another side of genomics: synthetic biology as a means for the 
exploitation of whole-genome sequence information. J Biotechnol. 2006 Jun 25;124(1):206-12. 
6 NSABB. Addressing Biosecurity Concerns Related to the Synthesis of Select Agents. See 
http://oba.od.nih.gov/biosecurity/pdf/Final_NSABB_Report_on_Synthetic_Genomics.pdf. Select agents 
are pathogens regulated by the Secretary of Health and Human Services and the Secretary of Agriculture 
because of the risks they would pose if misused. 
7 See http://oba.od.nih.gov/oba/RAC/meetings/jun2009/Final%20Published%20FRN.pdf.  
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of select agent DNA.  This effort resulted in the draft Screening Framework Guidance for 
Synthetic Double-Stranded DNA Providers.8

 
  

Many individual gene synthesis providers have already started to screen their orders for 
select agent sequences,9 and industry associations have been actively considering 
industry-wide best practices for customer and sequence screening.  Three organizations 
currently exist in synthetic biology – the Synthetic Biology Industry Association, the 
International Association Synthetic Biology (IASB), and the International Gene Synthesis 
Consortium (IGSC).  The IASB, a consortium of DNA synthesis companies, published a 
workshop report, Technical Solutions for Biosecurity in Synthetic Biology.10  This report 
addressed a variety of issues from biosecurity and biosafety to effective customer and 
sequence screening.  More recently, the IGSC was established as a consortium of the top 
five gene synthesis companies to promote best practices in biosecurity.11

 
 

Screening Framework for Synthetic Double Stranded DNA Providers 
 
On November 29, 2009, the U.S. Department of Health and Human Services released its 
voluntary Screening Framework Guidance for Synthetic Double-Stranded DNA 
Providers.   The guidance recommends that all orders of double-stranded DNA of length 
200 base pairs or greater be subjected to customer and sequence screening. The guidance 
recommends that nucleic acid providers verify customer identity and affiliation, screen 
against existing lists of proscribed entities (i.e., those entities subject to existing export 
control laws and regulations) and check for ‘red flags.’  If customer screening raises 
concerns, the U.S. government recommends that providers should conduct follow-up 
screening, which entails further verifying the customer’s identity as well as the 
customer’s use of and need for the requested DNA.  In addition to customer screening, 
the guidance recommends that all double-stranded DNA sequences greater than 200 base 
pairs be screened against GenBank using a ‘best match’ criterion.  In this context, ‘best 
match’ refers to DNA that is more closely related to a “sequence of concern” than it is to 
any sequence that is not of concern.  “Sequences of concern” could include genetic 
elements found in pathogens or toxins on the select agent list or the Commerce Control 
List, sequences coding for pathogenic elements, and/or unique identifiers of select agents 
or toxins. The guidance does not recommend specific software or expertise needed for 
conducting sequence screening.  Follow-up screening is suggested if the ‘best match’ to 
the ordered sequence is to a “sequence of concern.”  If follow-up screening does not 
resolve the concerns, the guidance recommends that providers contact the appropriate 
U.S. government agency or the Federal Bureau of Investigation’s Weapons of Mass 
Destruction Directorate.  The guidance recommends that records be kept of all orders for 
at least eight years. 
 
                                                            
8 Federal Register, November 27, 2009, pp. 62319-62327 (available at 
http://edocket.access.gpo.gov/2009/E9-28328.htm ) 
9 Peter Aldous, “The Bioweapon is in the Post,” New Scientist, Vol. 188, issue 2525, 12 November 2005, 
pp. 8-9 
10 See http://www.ia-sb.eu/tasks/sites/synthetic-
biology/assets/File/pdf/iasb_report_biosecurity_syntheticbiology.pdf.   
11 See http://www.genesynthesisconsortium.org/Harmonized_Screening_Protocol.html.  
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Following the publication of the draft, the Department of Health and Human Services and 
the Department of State requested the American Association for the Advancement of 
Science’s (AAAS) Center for Science, Technology and Security Policy (CSTSP) to host 
a meeting with gene synthesis provider organizations and relevant stakeholders from 
different sectors of the scientific community.  The meeting was convened on January 11, 
2010 in Washington, DC and included members from academia, biotechnology 
companies and industry organization, pharmaceutical companies, the U.S. government, 
and biosecurity experts.12

 
  It was also webcast. 

The following discussion is a summary of the major themes of the meeting, including 
concerns and/or challenges highlighted, and recommendations proposed by individual 
attendees.  The concerns and recommendations presented below are a compilation of 
points raised at the meeting and are not necessarily consistent with each other, nor was 
any effort made to determine consensus or majority views.   
 
Major Themes 
 
U.S. Guidance. Attendees from a variety of scientific sectors and from gene synthesis 
providers generally supported the voluntary guidance.  They noted that such an approach 
is flexible over time.   Providers who have already been screening their customers and 
orders said that it is very rare that a single customer and order have raised concern. They 
have no concerns about reporting questionable customers or questionable orders to 
government authorities.   
 
Concerns 

• The guidance might negatively affect innovation and competitiveness.  The 
concern is that orders may not be filled for legitimate customers whose orders 
trigger the ‘best match’ criteria but who do not have an established record of 
research with such sequences and/or are not affiliated with a reputable institution 
that promotes research oversight and best practices. 

• How are orders from private industry or ‘garage biologists’ treated? Private 
industry may have issues concerning proprietary information with regarded to the 
DNA ordered.  ‘Garage biologists’ may not be affiliated with an institution or a 
research oversight mechanism.   

• The guidance provides no way for DNA providers to share information about 
customers and sequences ordered so that they can alert other providers about 
denied orders.  This inability to share information raises the possibility that orders 
denied by one provider might be filled by another.  In response, however, 
providers stated that such sharing would be difficult or impossible because of 
anti-trust laws and concerns about proprietary information.  In addition, providers 
may not be likely to accept such judgments from other providers. 

• Other than the “proscribed entities” lists, which are not terrorist-specific, there are 
no sources of information available to providers regarding who might misuse 
DNA synthesis technology. 

                                                            
12 See http://cstsp.aaas.org/content.html?contentid=2299.  
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• The cost of conducting the screening was thought to be minimal, but DNA 
providers who would find it necessary to join the select agent program (i.e., by 
filling orders to create whole genomic sequences that, in-and-of-themselves, are 
considered to be select agents) would face additional expense in coming into 
compliance with the select agent program.  It is more likely that they would refuse 
to fill such orders. 

• There is no mechanism available for customers to determine which gene synthesis 
companies are reputable and follow safe and secure practices. 

• There is no appeal mechanism for customers who have been denied.  Gene 
providers countered, however, that except as provided in antidiscrimination law, 
nobody has a right to buy DNA, and vendors are free to refuse to do business with 
anyone. 

 
Recommendations 

• Harmonize sequence and customer screening among gene synthesis providers to 
promote best safety and security standards for all providers and to reduce the 
likelihood that a denied order may be filled by a different company.  Customer 
screening and sequence screening should be simultaneously and routinely 
conducted to increase the likelihood that suspicious orders will be caught.    

• Both providers and customers should have mechanisms to ensure that the orders 
requested and filled are legitimate and thus, be accountable for them. 

• Provide a list of approved providers and implement a system (e.g., VeriSign for 
secure online vendors) that will let customers know who the reputable vendors 
are.   

• Provide a more formal mechanism to report concerns.  
• Provide an appeal mechanism 

 
Customer screening.  The size of end-user institutions may determine the resources that 
are available to review requested orders, and to develop and promote responsible conduct 
in ordering DNA sequences.  Several institutions have codes of conduct that call for the 
use of suppliers, including gene synthesis providers, with similar codes and standards.  
The cost of purchasing a chemically synthesized gene is currently high, which limits the 
customer pool.  
 
Concerns 

• The purchaser of synthetic DNA may not be the end-user of the product.  Who 
should companies screen and how? 

• The size of the purchasing institutions determines the resources available for 
implementing this guidance.  Smaller customers, with fewer resources, may find 
following up requests by providers may be difficult and costly.  

 
Recommendations 

• Provide specific guidance for providers to screen customers.  These may include 
appropriate biosafety and biosecurity practices employed by the customer or 
criteria for matching customer experience with research needs of the requested 
order sequence. 



 

 

• Develop further guidance on the ‘red flags’ and a way to identify legitimate from 
illegitimate customers.   

• “An unusually large and/or repetitive orders of DNA sequences in a short 
timeframe,” is not a useful red flag because it does not seem to correlate with 
nefarious activity, and particularly because some providers reported that much of 
their business falls into this category. 

• Remove some of the burden on the providers to do customer screening by relying 
more on existing internal controls of the customer institutions.  For example, 
institutions could screen orders by their employees before they are placed to 
ensure that they are associated with ongoing projects and are consistent with those 
projects.   Reputable institutions already have procedures in place that can be 
legitimately used to support customer screening.  On the other hand, relying on an 
institution to attest that the purchases of its employees are legitimate raises the 
question of who certifies that the institution itself is legitimate. 

• Encourage or require the creation and use of Institutional Biosafety Committee-
like review bodies for providers to evaluate the use of the requested order by 
unaffiliated customers or customers in institutions that do not have them. 

• In addition to the existing lists of proscribed customers, create a database for 
trusted customers or create a license that customers would need to have in order to 
purchase synthetic genomic sequences.  

 
Sequence Screening.   Concerns regarding lists to screen against, the ‘best match’ 
screening criterion, and the 200 base pair screening size minimum elicited the most 
comments by meeting attendees.   Meeting participants stressed that automated sequence 
screening is not sufficient and that human evaluation and analysis of questionable orders 
are critical to determining whether the orders should be filled – a point that all providers 
present at the meeting supported. There was some discussion about reporting genetic 
sequence orders to a central repository.  Customers might not trust that any proprietary 
information reported to a repository, including the sequence ordered, would remain 
confidential.  Customers did say that sequences corresponding to basic pathogenic 
information would not pose any confidentiality concerns. 
 
Lists to Screen Against. The lists used to screen genetic sequence orders against elicited 
concern.  Providers asked: 1) which lists should be used for screening purposes; 2) what 
constitutes a hazardous sequence; 3) what is the minimum threshold for a sequence to be 
considered a match; and 4) can sequences predict pathogenicity?  Note, however, that the 
‘best match’ criterion explicitly avoids the need to establish a minimum threshold for a 
sequence to be considered a match.   

 
Concerns 
•    Sequence screening is unable to take into account the context (i.e., biological or 

laboratory environment) in which a genetic sequence may be expressed.  
Sequence does not necessarily predict function. 

•    Many scientific endeavors to understand the biology and pathogenicity of 
infectious agents could be hampered if providers only filled orders of known 
sequences.   



 

 

•    GenBank is not a curated database of sequences and it is too dynamic; a newly 
introduced gene sequence can suddenly change the results of previous sequence 
screening comparisons were they to be repeated. 

•    Sequence screening cannot catch DNA that is chemically modified by the end-
user. 

 
Recommendations 
•    The scientific community should create a curated database of harmful 

sequences. 
•    Providers and governments should prioritize best practices and promote the use 

of screening software and protocols that implement those best practices. This 
software could be used as a gold standard. 

•    More research should be conducted to learn what constitutes a hazardous 
sequence.  Once the set of hazardous sequences to be screened against has been 
defined, existing tools for evaluating and comparing DNA sequences are 
sufficient for sequence screening. 

•    GenBank sequences can be tagged as sequences of concern during submission. 
•    Subject matter experts should be identified for each agent on the select agent list 

and Australia Group list to better understand genetic elements of the agents that 
may be hazardous. 

•    Providers should not restrict their sequence screening to select agents and the 
Commerce Control List.  They should screen against any sequences that may 
confer pathogenicity. 

 
‘Best Match’ Determination.  The use of ‘best match’ for determining whether the 
requested order more closely resembles a hazardous sequence or agent of concern is 
preferable to the use of thresholds for determining sequence similarity. The criterion 
for a ‘match’ using thresholds has to be broad enough to capture the genetic diversity 
of a single pathogen while being stringent enough to distinguish harmful pathogenic 
strains from less harmful genetic variants as well as closely related organisms.   It 
may be difficult or impossible to specify a threshold that meets both of these 
requirements.  The advantage of ‘best match’ is that it does not depend on thresholds, 
but rather flags sequences that resemble pathogens more closely than they resemble 
non-pathogens.  Given that our understanding of pathogen characteristics and 
sequences is constantly improving, ‘best match’ is more flexible than sequence 
homology in comparing sequences. 
 
Concerns 
•    Use of ‘best match’ may lower sequence screening standards below those that 

are currently employed by gene synthesis providers.  
•    Identification of a ‘sequence of concern’ does not indicate whether the 

sequence-in-question corresponds to pathogenic elements or normal 
housekeeping elements.   

 
Recommendations 



 

 

•    Providers should use open-source software applications to screen sequences 
because they are continually updated and validated by the community.  
Proprietary software does not necessarily benefit from the continuous 
improvement. 

 
Minimum Size for Sequence Screening. Regardless of the length of DNA ordered, the 
200 base pair minimum length for conducting sequence screening allows software to 
identify hidden pathogen sequences.  The guidance is not intended to apply to 
oligonucleotide (shorter, single-stranded DNA) orders since the throughput 
challenges and the potential for false positives are much more significant for these 
orders.  
 
Concerns 
•    There is no firm, credible, or scientific justification for the 200 bp size minimum 

 
Recommendations 
 
• Providers should start or continue to screen all orders for genes, regardless of 

length.   
 

Implementation and Evaluation.  The success of the guidance, especially the portions that 
describe interacting with the U.S. government, will depend on how it is implemented.  
There is no competitive advantage for non-compliance, since the incremental costs for 
compliance are so low compared to what firms have to do during the normal course of 
business and to comply with export control regulations. 
 
Concerns 

• It may be difficult to determine which firms are not complying, since there is no 
significant cost advantage to non-compliance, and therefore non-compliant firms 
cannot be identified by abnormally low prices. 

 
Recommendations 

• The U.S. government should keep the dialogue open with the scientific 
community and gene synthesis providers. 

• To address any potential vulnerabilities in the screening methods, providers 
should model ways in which screening can be circumvented.  

• The screening system should be tested internally (i.e., by gene synthesis providers 
themselves) and externally (by other synthesis providers or government regulators 
posing as legitimate customers who attempt to order questionable sequences.)  

• Metrics can include:  
o Measuring the effects of oversight on business activities 
o Measuring the number of providers who conduct follow-up screening with 

customers or the U.S. government.  
o Measuring the number of firms who claim to be compliant with the 

guidance  
• Accredit DNA providers 



 

 

 
International Engagement. International cooperation and engagement about this 
voluntary guidance is very important, and can be much faster and much more effective 
than negotiating an international treaty, which is a lengthy process consumed by political 
sensitivities.  Gene synthesis companies are concentrated in the United States, Germany, 
and China.  The Department of State is currently in consultation with gene synthesis 
providers in Germany and other Western countries as well as with other governments in 
the Australia Group13

 

.  Exploratory efforts are underway to engage gene synthesis 
providers in China.  Reputable gene synthesis providers will adopt the most stringent 
guidance for sequence and customer screening. 

Recommendations 
• Harmonize sequence and customer screening across countries. 

 
 
Conclusion 
 
On January 11, 2010, the AAAS CSTSP hosted a meeting to discuss the draft U.S. 
Sequence Framework for Synthesis of Double Stranded DNA providers with the scientific 
community and gene synthesis providers.  Stakeholders from academia, private industry, 
and the gene synthesis industry all support the voluntary guidance.  Although meeting 
participants identified specific concerns and offered specific recommendations to address 
some of those concerns, the overall sentiment was that the guidance is well thought out, 
facilitates advances in scientific knowledge, and allows for international engagement.  

                                                            
13 The Australia Group is a multilateral mechanism to coordinate export controls on technologies and 
materials relevant to chemical and biological weapons. 
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