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This panel was an open, moderated discussion focused on three broad cybersecurity themes: stakehold-
ers, challenges, and collaboration. Adam Sedgwick began the discussion by describing the history and 
role of the National Bureau of Standards within the National Institute for Standards and Technology, NIST, 
in promoting cybersecurity. This role dates back to when it was called “information security” or “computer 
security.” The agency’s goal is to work transparently with industry to develop standards and guidelines for 
cybersecurity. It makes sense for the federal government to be involved in setting standards for cyberse-
curity given the more than $70 billion spent annually by the government on various computer platforms 
and applications.  

The domestic and global demand for cybersecurity professionals is greater than the current or projected 
supply. Diana Burley leads a Joint Taskforce for Cybersecurity Education, which has the goal of developing 
the first set of cybersecurity education curriculum guidelines that can be adopted internationally to help 
meet the need for a growing number of cybersecurity professionals.  The curriculum guidelines will be 
released at the end of 2017. She described the challenges of engaging with international stakeholders but 
highlighted the need to ensure that the curriculum guidelines meet the needs of the workforce and will be 
used as a model globally. 

Matthew Noyes continued the discussion of the international aspects of cybersecurity by explaining the 
Secret Service’s role in investigating computerized crime involving financial and payment systems. As 
an example, a recent cyber-attack resulted in the perpetrators being able to steal $45 million in 13 hours 
through unauthorized access to bank payment cards, ATMs, and manipulation of withdrawal limit settings. 
In order to combat this threat, the government must be able to bring charges against the perpetrators and 
nations must put politics aside for the shared interest in cooperating against the common threat of cyber-
crimes. 

Everyone has a responsibility in promoting cybersecurity from developers to users. There is a need for 
developers to make more usable systems that make it easier for the user to do the right thing, harder to 
do the wrong thing, and easier to recover if the wrong thing happens.  Next, the conversation turned to 
international standards when the moderator asked if there were international examples that the U.S. could 
adopt.

Adam Sedgwick pointed out that the internet is basically a set of standards, and the recommended ap-
proach is for the US to first use international standards and to leverage what happens internationally with 
industry. It was noted that some nations—Russia and China, for example—take a different approach and 
view the control of information as a central element of cybersecurity. Some Islamic states have what is 
referred to as a “halal internet,” which is a substitute for the global internet. Panelists discussed the issue 
of privacy, and the sacrifices individuals make in exchange for the greater public good of cybersecurity. 
The question is how to balance public desire with public interest. Some view privacy as the right to be left 
alone by the government and free from widespread surveillance. Many Americans do not trust institutions 
to guarantee cybersecurity, and when it comes to privacy and cybersecurity, many users feel that they 
have no choices or are not even aware of the issues and their role and responsibility. Diana Burley gave the 
analogy of driving a car: one must trust car makers to build a safe machine, but the user must take respon-
sibility for safely operating and performing maintenance.

Moving into the future, many small businesses are increasingly using third party managed security. NIST 
has published a guide for small businesses that outlines steps that can be taken to improve cybersecurity 
and aims to help organizations think about risk: How is company data used?  What is the cost of compro-
mised data? What resources are available for protection? A little work can go a long way, and most of the 
NIST guidelines are broadly applicable. 

SESSION KEY POINTS

• Cybersecurity is dependent on both technical solutions and the social norms of governments, industry, 
and individuals. A tradeoff must be navigated that balances freedoms for individual users, industry control 
of its products, and government controls of the IT infrastructure.  

• NIST’s goal is to work with industry through an open process to develop standards and guidelines for 
cybersecurity.

• The Joint Taskforce for Cybersecurity Education has the goal of developing the first set of cybersecurity 
education curriculum that can be adopted internationally to help meet the need for a growing number of 
cybersecurity professionals.

• NIST has published a guide for small businesses that outlines steps that can be taken to improve cyber-
security and aims to help organizations think about risk.  


